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SOC 2 -- This document serves as a system description artefact supporting SOC 2 Type II readiness. It should be reviewed and updated whenever functionality changes are made to the platform. Callout boxes throughout highlight the specific SOC 2 Trust Service Criteria (TSC) that each feature addresses.


1. Purpose & Scope
SimpliUAR is a web-based User Access Review (UAR) platform designed to automate and evidence the periodic review of user access rights across enterprise finance systems. The platform enforces a structured, auditable workflow that takes access data from source systems, routes it to the appropriate approving managers for review, escalates to senior management for sign-off, and produces a complete audit trail suitable for external assurance engagements.
The platform is designed from the ground up to satisfy the requirements of a SOC 2 Type II audit, with particular emphasis on the Security, Availability, and Confidentiality Trust Service Criteria.
1.1 In-Scope Systems
The core system behind SimpiUAR features a powerful configuration-driven architecture that allows the platform to understand data from any enterprise system without writing a single line of code, dramatically accelerating deployment and future scalability.
SOC 2 -- CC6.1 / CC6.3 -- The periodic review of user access rights across finance systems directly addresses the logical access control requirements of the Security TSC. Documented reviews provide evidence that access is granted on a least-privilege basis and is subject to regular recertification.
1.2 Compliance Objectives
SimpliUAR is designed to provide evidence for the following SOC 2 control objectives:
	Control Objective
	TSC Reference
	How SimpliUAR Addresses It

	Periodic access recertification
	CC6.1
	Campaigns force structured manager review of every active user

	Segregation of duties enforcement
	CC6.3
	SOD conflict detection flags incompatible role combinations

	Audit trail of access decisions
	CC7.2
	Every decision is timestamped, attributed, and exportable to CSV

	Management sign-off on access
	CC6.1
	Two-tier certification: manager then senior manager

	Privileged access visibility
	CC6.3
	Privileged roles flagged at import and visible during review

	Timely remediation of access issues
	CC6.8
	Admin Actions workflow tracks tickets and completion dates

	System availability
	A1.1
	Hosted on Supabase managed infrastructure with HA Postgres

	Data confidentiality
	C1.1
	Row-level security ensures users see only their own campaign data





2. Technology Stack
	Layer
	Technology
	Notes

	Frontend framework
	Next.js 14+ (App Router)
	TypeScript, server components by default

	UI components
	shadcn/ui + Tailwind CSS
	Accessible component library

	Database
	Supabase (PostgreSQL)
	Managed hosted Postgres

	Authentication
	Supabase Auth
	Email/password, JWT sessions, cookie-based SSR

	Authorisation
	Row Level Security (RLS)
	Policies enforced at database layer

	Admin DB access
	Supabase Service Role client
	Server-side only; bypasses RLS where required

	File import
	Next.js API Routes
	CSV and XML parsing on the server

	Email
	Resend
	Transactional notifications: activation, reminders, reassignment alerts, assignment notifications

	Scheduled tasks
	Vercel Cron (vercel.json)
	Daily 8am UTC reminder cron at /api/cron/reminders



SOC 2 -- CC6.7 -- Authentication is handled exclusively via Supabase Auth (email + password). Password reset flows use time-limited tokens delivered via email. No credentials are stored in application code. The service role key is server-side only and never exposed to the client.
2.1 Project Structure
Key directories in the Next.js App Router project:
src/app/(auth)/ -- Login, forgot password, reset password pages
src/app/(dashboard)/ -- Role-gated application pages
src/app/api/ -- Server-side API routes (auth-checked, RLS-aware)
src/lib/supabase/ -- Supabase client factory (server, client, admin)
src/lib/sod.ts -- Segregation of duties detection utility
src/lib/email.ts -- Fire-and-forget email helper wrapping Resend SDK
src/app/globals.css -- Global CSS with navy blue theme variables (primary: #2563EB / oklch(0.546 0.215 262)); sidebar uses navy (#1a2e4a) with white text
src/app/layout.tsx -- Inter (sans-serif) and JetBrains Mono fonts loaded via next/font/google; navy blue theme applied via OKLCH CSS custom properties throughout shadcn/ui components
src/app/api/cron/ -- Vercel Cron handler for daily reminder emails
src/components/app/ -- Shared layout components (Sidebar with signed-in username, etc.)


3. Roles & Access Control
SimpliUAR implements four application roles. Role assignment is stored in the profiles table and enforced by a combination of server-side route checks and Supabase Row Level Security policies.
	Role
	Description
	Key Permissions

	admin
	System administrator
	Full access: manage campaigns, systems, users, view all data, action decisions

	approving_manager
	Line manager responsible for direct reports access
	Review assigned campaigns, make access decisions, reassign users, certify their section

	senior_manager
	Signs off completed campaigns
	View certified-by-managers campaigns, add declaration, mark as certified

	auditor
	Read-only external/internal auditor
	View certified campaigns and full audit detail; export CSV; no write access



SOC 2 -- CC6.3 / CC6.6 -- Role-based access control ensures that each user can only access data and perform actions appropriate to their function. Approving managers see only their assigned campaigns. The auditor role is strictly read-only. All role checks are enforced server-side via API route guards; the database RLS layer provides defence-in-depth.
3.1 Authentication Flow
User navigates to /login and enters email and password.
Supabase Auth validates credentials and issues a JWT session cookie.
Root page (/) reads the session, fetches the role from profiles, and redirects to the role-appropriate landing page.
All subsequent page loads and API calls include the session cookie; Supabase validates the JWT on every request.
Password reset: user requests a reset email; a time-limited link redirects to /auth/reset-password, which exchanges the code for a session and calls updateUser({ password }).
SOC 2 -- CC6.7 -- Password reset tokens are single-use and time-limited (Supabase default: 1 hour). In production, configure a custom SMTP provider (e.g. Resend) to avoid Supabase free-tier rate limits.


4. Core Functionality
4.1 System Configuration (Admin)
Administrators configure each connected finance system before campaigns can be run. System configuration is stored in the systems table and drives import behaviour and role definitions.
System Details
Name, system type (free-text with suggested options: Finance, HR, Operations, IT, Legal, Risk & Compliance, Other), owner name, description, active/inactive status
Inactive systems cannot be added to new campaigns
Import Configuration
Import Format: CSV, XML, or Multi-CSV
Files Required (import_count): number of source files per import. Multi-CSV enforces a minimum of 2.
The import card on the campaign detail page automatically adapts file labels based on these settings
Column Mapping
Each system has a configurable column mapping that tells the import route which source file column corresponds to each platform field. This eliminates hardcoded assumptions and supports any source system export format.
Admin uploads a sample export file; the platform reads and displays the column headers
Admin assigns each header to a platform field via dropdown selects
Mappable fields for CSV: Full Name, System Login ID, Employee Number, Email, Assigned Manager (Email), System Role, Last Login
Mappable fields for Multi-CSV File 1 (fixed): Match Key. Moveable fields (default File 1): System Login ID, Employee Number, Email, Assigned Manager (Email), Last Login
Mappable fields for Multi-CSV File 2 (fixed): Match Key. Moveable fields (default File 2): System Role
Match Key is the join column used to merge File 1 and File 2. It can be any column (full name, email, employee number).
If Assigned Manager (Email) is mapped, the import automatically looks up and assigns the manager by matching against approving_manager profiles in the organisation
Moveable fields can be reassigned between files using a checkbox + arrow shuttle: tick the field(s) and click “Move to File 1” or “Move to File 2”. The field physically moves to that file’s section and its column dropdown switches to that file’s detected headers
File section labels (e.g. “File 1 — User Export”) are inline-editable by the admin and saved with the mapping, supporting custom naming for any source system layout
Mappings are saved per system and reused across all campaigns for that system
SOC 2 -- CC6.1 -- The column mapping configuration is an auditable, admin-controlled record of how source data is interpreted. Changes to mappings should be reviewed before the next import to ensure data integrity.
Role Definitions
Each system has a set of named roles stored in role_descriptions
Each role carries: description, risk level, Privileged Access flag (is_privileged), SOD Risk flag (is_sod_risk)
Privileged Access flag is displayed to approving managers during review as a purple badge
Segregation of Duties Conflict Pairs
Administrators define conflicting role pairs in the SOD Conflicts section of the system detail page
A conflict pair specifies Role A (this system) and Role B (any active system in the org), with an optional description
The system stores both the forward pair and its reverse to ensure bidirectional detection
Conflicts can be within-system or cross-system
Existing conflict pairs can be edited or deleted; both the pair and its reverse are updated or removed together
SOC 2 -- CC6.3 -- The SOD conflict configuration layer allows the control framework to be codified directly in the platform. Conflict pairs should be reviewed at least annually.
4.2 Campaign Management (Admin)
A campaign represents a single periodic access review cycle. Each campaign covers one or more connected systems and has a defined review period and due date.
Campaign Lifecycle
	Status
	Description
	Who Can Advance

	draft
	Campaign created, not yet active. Import files can be uploaded and users assigned.
	Admin

	active
	Campaign visible to approving managers. All users must have an assigned manager before activation.
	Admin

	pending_senior
	All managers have certified; awaiting SM sign-off.
	Auto-transition

	certified
	Senior manager has signed off. Campaign is locked.
	Senior Manager

	closed
	Campaign archived.
	Admin



Campaigns are listed in reverse due-date order (newest due date first) on the Admin Campaigns page
Campaigns can span multiple systems via the campaign_systems junction table
A customisable certification statement can be edited by the admin while the campaign is in Draft status; the editor is hidden once the campaign is activated
Draft campaigns can be deleted by an admin (including all imported users). Once activated, campaigns cannot be deleted.
The Activate button is disabled until every imported user has an assigned approving manager; a count of unassigned users is displayed
Admin View by Campaign Status
	Status
	Import Card
	Cert. Statement Editor
	Users Table

	draft
	Visible -- upload and Clear Users available
	Editable
	Full CRUD + Assign/Reassign

	active
	Hidden
	Hidden
	Read-only status view: Approval Status column per row (Approved / Pending / Unassigned / 🚩 Awaiting Cert); filter, sort, reassign still available

	pending_senior
	Hidden
	Hidden
	Same as active

	certified
	Hidden
	Hidden
	Same as active



Approval Status per row: no manager assigned → Unassigned; assigned but no decision recorded → Pending; decision recorded but manager has not yet clicked “Certify My Review” → decision badge (e.g. Approved) plus 🚩 Awaiting Cert flag; decision recorded and manager certified → decision badge only. The Awaiting Cert flag enables administrators to identify which managers have completed their individual row decisions but have not yet submitted their certification sign-off.
SOC 2 -- CC6.1 / CC7.2 -- Each campaign creates an independent, timestamped access review record. Only draft campaigns may be deleted; activated campaigns are immutable records. Consider implementing a data retention policy (e.g. 7 years) aligned with your SOC 2 policies.
4.3 File Import
User access data is imported from source systems via file upload. The import route fetches the system column mapping and uses it to parse the uploaded file(s), creating rows in system_users.
	Format
	Behaviour

	CSV
	Single CSV file; one row per user with role.

	XML
	Single XML file; parsed to extract user/role nodes.

	Multi-CSV
	Two CSV files merged on a configurable Match Key column. Each distinct role per person creates a separate row. Minimum 2 files enforced.



Each imported row captures: full name, system login ID, employee number, email, system role, last login date, assigned manager (if mapped).
Duplicate prevention: each import deletes existing rows for that campaign + system before inserting new rows, preventing duplicates on re-import
Import is only available for draft campaigns; the upload card is hidden once a campaign is activated
SOC 2 -- CC6.1 -- Import files should be sourced directly from system exports at the point of campaign creation. The Assigned Manager (Email) mapping enables automated manager assignment, reducing manual effort and the risk of mis-assignment.
4.4 Manager Assignment (Admin)
Every imported user must be assigned to an approving manager before the campaign can be activated:
Automatic -- if Assigned Manager (Email) is mapped, the import route looks up and assigns the manager automatically
Manual -- admin selects a manager for each unassigned user from the campaign detail page
Copy from previous campaign -- admin opens the Copy Assignments dialog, selects an eligible source campaign (certified or closed, sharing at least one system), and chooses a match field (Full Name, Employee ID, or Email). The platform copies assigned_manager_id from matching rows in the source campaign. A summary shows assigned / skipped / total counts.
The Activate button is disabled until all users are assigned; a count of unassigned users is displayed
When a manager is assigned (manually or via copy), an email notification is sent to that manager listing the number of users assigned, the campaign name, due date, and a direct link to their review queue
Backlog:
Rule-based assignment -- admin defines rules (e.g. Department X goes to Manager Y) applied automatically on import
Mid-Review Reassignment (Active Campaigns)
Admins can reassign a user row to a different manager at any point during an active campaign. When the new manager has already certified, the platform automatically invalidates their certification to ensure they review the newly assigned user:
The new manager's entry is removed from manager_certifications on the campaign
If the campaign status was pending_senior it reverts to active, since a manager now has an outstanding item
An email notification is sent to the newly assigned manager informing them of the new assignment and the certification reset
Users who already have a decision recorded are locked from reassignment: their row checkbox is disabled and the manager cell shows the current manager as plain text rather than a clickable control
SOC 2 -- CC6.1 / CC6.3 -- Mid-review reassignment with automatic certification invalidation ensures that every user row is reviewed by the currently responsible manager. The audit trail records the reassignment decision separately from the original decision.
SOC 2 -- CC6.1 / CC6.3 -- Correct manager assignment is critical for the integrity of the access review. The platform prevents activation with unassigned users to ensure complete coverage.
4.5 Manager Review (Approving Manager)
Each approving manager sees only the campaigns to which they are assigned.
Available Decisions
	Decision
	DB Value
	Meaning

	Approve
	approved
	Access is appropriate; no change required

	Modify
	amend
	Access level should be changed; admin to raise ticket

	Remove Access
	rejected
	User access should be removed entirely



Review Features
User rows display: full name, employee number, department, job title, system, current role, last login date
One-click Approve for straightforward cases
Notes dialog to record reasoning for any decision
Privileged Access badge (purple) on rows where is_privileged = true
SOD Risk badge (amber) on rows where the user holds a conflicting role pair
Reassign button -- manager can reassign a user to another approving manager on the same campaign. The row disappears from the current view and any existing decision is cleared.
Manager certification: once all rows are reviewed, manager clicks Certify and agrees a declaration statement. The table becomes read-only with a lock icon after certification.
If the manager is assigned additional users after certifying (via admin reassignment), their certification is invalidated and they must re-certify
SOC 2 -- CC6.1 / CC6.3 -- The SOD Risk badge ensures managers are aware of incompatible role combinations at the point of decision. The Reassign feature provides an auditable mechanism to handle organisational changes mid-review. Manager certification timestamps constitute evidence of management review for SOC 2 purposes.
4.6 Senior Manager Certification
Once ALL assigned managers have certified, the campaign transitions automatically to pending_senior. The transition is guarded by a count comparison: distinct assigned manager IDs in system_users must equal the distinct manager IDs in manager_certifications. The admin client is used for this check to bypass RLS.
Certify list page: campaigns with status pending_senior show a "Certify" button; campaigns still active (not all managers done) show a "View" button -- the SM can view progress but cannot certify until all managers have completed
Certify detail page layout (top to bottom): summary stat cards, Senior Manager Sign-off block (declaration text, notes, Certify Campaign button), Manager Decisions table
Summary stat cards: total decisions, Approve / Modify / Remove Access counts
If SOD conflicts are detected: a fifth stat card (red border) shows the conflict count, plus an amber warning card listing each conflict
Manager Decisions: single unified table with columns Employee, System, Current Role, Privileged, Decision, Requested Change, Notes, Assigned Manager, Decided At -- replaces the previous per-manager sub-tables. The Privileged column shows a red badge for roles marked is_privileged = true, or a dash otherwise
Senior manager reads the certification statement, enters optional notes, and clicks Certify Campaign
On certification: campaign moves to certified; timestamp, declaration text, and certifier identity are recorded
SOC 2 -- CC6.1 -- Senior manager certification provides a second control layer above individual manager reviews. The SOD conflict warning ensures the senior manager cannot certify without being informed of segregation of duties issues.
4.7 Admin Actions (Admin)
After certification, decisions with an outcome of Modify or Remove Access require administrative follow-through.
Global Actions Required page lists all certified campaigns with outstanding action items
Per-campaign actions page: every Modify/Remove row with editable ticket reference, admin notes, and date actioned
Completion banner when all rows for a campaign have been actioned
SOC 2 -- CC6.8 / CC7.3 -- The ticket reference field should be linked to your ITSM system. Remediations should be completed within the SLA defined in your access management policy (commonly 5-10 business days for removal decisions).
4.8 Audit View (Auditor)
The auditor role has read-only access to all certified campaigns.
Campaign List
Columns: Campaign, Systems, Review Period, Due Date, Certified By, Declaration (truncated to 50 characters with dotted underline; hover shows full text as tooltip), Certified At, Actions
Certified By, Declaration, and Certified At are fetched via a separate admin-client query on the certifications table (not a nested join). PostgREST nested joins do not honour the service-role client for related tables, so certification data must always be fetched in a standalone .from(‘certifications’) query and merged by campaign_id
Supports filter by campaign name and sort on all columns
Campaign Detail
Senior manager sign-off card: certifier name, timestamp, declaration text, notes
Manager Decisions: single unified table (same structure as Senior Manager certify view) with Assigned Manager column -- replaces per-manager sub-tables
Decision table columns: Employee, Emp No., System, Current Role, Privileged, Decision, Requested Change, Notes, Assigned Manager, Decided At
CSV Export
Full export covering all review data and sign-off metadata, BOM-prefixed for Excel compatibility
Columns: Campaign, Review Period, Due Date, Employee, Employee Number, System, Current Role, SOD Flag, SOD Acceptance Reason, Decision, Requested Change, Decision Notes, Decided At, Approving Manager, Manager Certified At, Manager Declaration, SM Certified By, SM Certified At, SM Declaration, Ticket Ref, Admin Notes, Date Actioned
SOC 2 -- CC7.2 / CC4.1 -- The audit view and CSV export are the primary artefacts provided to external auditors. The export should be stored in your document management system alongside supporting evidence.
4.9 Email Notifications (Resend)
Transactional email is handled via the Resend SDK (src/lib/email.ts). All sends are fire-and-forget: wrapped in try/catch and never block the API response. Errors are logged to the server console.
	Trigger
	Recipients
	Content

	Campaign activated
	All distinct assigned managers
	Campaign name, due date, link to /manager/review/[id]

	7-day reminder cron
	Managers who have not yet certified
	Reminder to complete their review; only sent if last_reminder_sent_at is null or >= 7 days ago

	User reassigned to manager
	Newly assigned manager
	New assignment notification; if manager had already certified, email notes that their sign-off has been reset and they must re-certify

	Campaign transitions to pending_senior
	Senior Manager
	Campaign name, due date, link to /senior/certify/[id]; confirms all managers have certified and the campaign awaits senior sign-off.



Cron schedule: daily at 08:00 UTC, configured in vercel.json (path: /api/cron/reminders). Protected by CRON_SECRET header.
From address: configured via RESEND_FROM env var (default: SimpliUAR <onboarding@resend.dev>)
NEXT_PUBLIC_APP_URL env var must be set to the deployment base URL for correct email links
SOC 2 -- CC6.1 -- Timely notification of assigned managers reduces the risk of campaigns missing their due dates. The 7-day reminder cron should be reviewed alongside the campaign due date SLA defined in your access management policy.


5. Segregation of Duties Detection
SOD conflict detection is implemented as a server-side utility (src/lib/sod.ts) called at page load in three locations: the manager review page, the senior manager certify page, and the admin campaign detail page.
5.1 Detection Algorithm
Fetch all system_users rows for the campaign (user identity + system_role + system_id).
Fetch all sod_conflicts rows for the organisation.
For each conflict pair, find users who appear in both Role A (System A) and Role B (System B) within the same campaign, matched on full_name (case-insensitive).
Role matching uses a prefix match: "Preparer (Account, Journals)" matches a conflict defined as "Preparer". This handles Blackline compound role naming.
Deduplicate results using a sorted pair key so A<->B and B<->A are not both returned.
5.2 Where Warnings Are Displayed
	Page
	Role
	Warning Type

	Manager Review
	approving_manager
	Amber SOD Risk badge on each conflicting row; hover text shows conflict detail

	Senior Manager Certify
	senior_manager
	Red stat card showing conflict count; amber warning card listing every conflict

	Admin Campaign Detail
	admin
	Red banner listing every conflict -- visible for any campaign status



SOC 2 -- CC6.3 -- SOD conflicts detected by the platform should be reviewed and documented with a risk acceptance or remediation decision. A mandatory SOD conflict acknowledgement step is planned for a future release.


6. Data Model Summary
	Table
	Purpose
	Key Columns

	organizations
	Tenant root
	id, name

	profiles
	User accounts linked to auth.users
	id, full_name, email, role, organization_id

	systems
	Connected finance systems
	id, name, system_type (free text), owner_name, import_format, import_count, is_active

	system_column_mappings
	Per-system column mapping configuration
	id, system_id, file_index, platform_field, source_column

	role_descriptions
	Roles per system with risk metadata
	id, system_id, role_name, description, risk_level, is_privileged, is_sod_risk

	sod_conflicts
	Conflicting role pairs (both directions stored)
	id, organization_id, system_id_a, role_name_a, system_id_b, role_name_b, description

	review_campaigns
	Campaign header
	id, name, review_period, due_date, status, certification_statement, manager_certifications (JSONB), certified_by, certified_at, declaration

	campaign_systems
	Systems included in a campaign
	campaign_id, system_id

	system_users
	Imported user access rows
	id, campaign_id, system_id, assigned_manager_id, full_name, employee_id, employee_number, email, system_role, last_login, is_privileged

	review_decisions
	Manager decisions per user row
	id, system_user_id, campaign_id, reviewer_id, decision, reason, requested_access_level, admin_notes, ticket_ref, actioned_by, actioned_at



SOC 2 -- CC6.1 / C1.1 -- Row Level Security (RLS) is enabled on all tables. Write operations that require bypassing RLS use the Supabase service-role client exclusively in server-side API routes, never in client components. Any changes to RLS policies must be reviewed for SOC 2 impact before deployment.


7. Navigation & Role Routing
	Role
	Landing Page
	Sidebar Sections

	admin
	/admin/campaigns
	Admin (Campaigns, Systems, Users, Actions Required); Reporting (Audit View)

	approving_manager
	/manager/review
	Approver (My Reviews)

	senior_manager
	/senior/certify
	Certification (Certify, Certified); Reporting (Audit View)

	auditor
	/auditor
	Reporting (Audit View)



The sidebar footer displays the signed-in user's full name (from profiles) above the Reset Password link, providing a persistent identity indicator.
7.1 Sort & Filter Availability
	Page
	Filter
	Sort

	Admin -- Campaigns list
	Name search; Status dropdown
	Name, Due Date, Status

	Admin -- Campaign detail (users)
	Name search; System dropdown; Manager dropdown; Unassigned only checkbox
	All columns

	Senior Manager -- Certify list
	Name search
	Name, Due Date

	Senior Manager -- Certified list
	Name search
	Name, Due Date

	Audit View -- Campaign list
	Name search
	Name, Due Date, Certified At





8. Pending Features & Roadmap
	Feature
	Status
	SOC 2 Relevance

	Email notifications (Resend)
	Complete
	CC6.1 -- Activation, 7-day reminders, reassignment alerts. Verified domain required for arbitrary recipients.

	Copy manager assignments from previous campaign
	Complete
	CC6.1 -- Admin selects source campaign and match field; assignments carried forward with summary.

	Admin campaign view for active campaigns
	Complete
	CC6.1 -- Import/edit locked; approval status per row visible for oversight.

	SM certify -- View vs Certify button
	Complete
	CC6.1 -- Certify only available when all managers have certified; View shown otherwise.

	Reassignment certification invalidation
	Complete
	CC6.1 -- Assigning to an already-certified manager resets their sign-off and sends email.

	Consolidated decision tables
	Complete
	CC7.2 -- Single table with Assigned Manager column on SM certify and Audit View pages.

	Sort and filter on campaign/audit lists
	Complete
	Usability -- Available on Admin campaigns, SM certify/certified, Audit View.

	Custom SMTP configuration
	Planned
	CC6.7 -- Required to remove Supabase free-tier auth email rate limit.

	SOD conflict risk acceptance log
	Planned
	CC6.3 -- Discrete audit record when SM certifies despite a detected conflict.

	Rule-based manager assignment
	Backlog
	CC6.1 -- Admin defines rules saved per system, applied automatically on import.

	Email notifications for SM and certified events
	Complete
	CC6.1 -- Senior manager is notified by email when all managers have certified and the campaign transitions to pending_senior. Admin notification on certification is planned.

	Separate manager mapping file upload
	Future
	CC6.1 -- Upload a CSV of employee-manager pairs as an alternative assignment method.

	Bulk user reassignment UI
	Future
	CC6.1 -- Select multiple unassigned users and assign in a single action.

	Data retention policy enforcement
	Future
	CC6.1 / A1.2 -- Auto-archive campaigns older than retention period.

	Multi-tenancy hardening
	Future
	CC6.3 -- Audit all queries for consistent organization_id scoping.

	Penetration test
	Future
	CC7.1 -- Required before SOC 2 Type II audit period commences.

	Change management log
	Future
	CC8.1 -- Track code deployments and configuration changes.



SOC 2 -- CC8.1 / CC9.2 -- Before commencing a SOC 2 Type II audit period: (1) all Planned items completed; (2) penetration test by a qualified third party; (3) documented change management process; (4) business continuity / DR plan for Supabase-hosted infrastructure; (5) vendor risk assessments for Supabase and Resend.


9. Known Issues & Resolutions
	Issue
	Root Cause
	Resolution
	Status

	RLS blocked manager_certifications update
	RLS prevented approving_manager updating review_campaigns
	API route validates role, then uses service-role client for the write
	Resolved

	FK hint not resolving for SM certifier
	Supabase nested select FK hint failed silently
	Split into two sequential queries
	Resolved

	Campaign not transitioning to pending_senior
	Column name mismatch: manager_id vs assigned_manager_id
	Corrected column name in manager-certify route
	Resolved

	CSV export using wrong decision values
	Code used "modify"/"remove_access"; DB stores "amend"/"rejected"
	Updated DECISION_LABELS and DECISION_BADGE maps
	Resolved

	review_decisions column names wrong
	Code used "notes"/"requested_change"; DB uses "reason"/"requested_access_level"
	Corrected all references in audit view and export
	Resolved

	admin_notes/ticket_ref blocked by RLS
	RLS UPDATE policy scoped to reviewer_id = auth.uid()
	Admin actions route uses service-role client
	Resolved

	role_descriptions is_sod_risk column error
	Code sent "sod_risk"; DB column is "is_sod_risk"
	Renamed all references in system-detail-client.tsx
	Resolved

	Multi-role users lost on import
	Map was Map<string, Entry> -- later row overwrote earlier role
	Changed to Map<string, Entry[]>; emit one row per distinct role
	Resolved

	sod_conflicts RLS blocked insert
	POST route used regular client; RLS blocked admin insert
	Switched to createAdminClient() for all sod_conflicts writes
	Resolved

	Multi-CSV format check never matched
	fileGroups checked for "Multi-CSV" but DB stores "multi_csv"
	Normalised: toLowerCase().replace("-","_") === "multi_csv"
	Resolved

	Multi-CSV files required defaulted to 1
	No minimum enforced on import_count when Multi-CSV selected
	Auto-set import_count to max(2, current) on format change; min=2 on input
	Resolved

	Campaign managers query restricted by RLS
	Manager review page used regular client to fetch all campaign managers
	Switched that specific query to createAdminClient() so all managers are returned
	Resolved

	pending_senior transition fired on first certification
	system_users RLS-scoped query returned only current manager rows; distinctManagerIds always = 1
	Use admin client for system_users count; compare distinct assigned vs distinct certified counts
	Resolved

	review_decisions RLS blocked insert for reassigned rows
	RLS UPDATE policy scoped to reviewer_id = auth.uid(); reassigned rows had a different reviewer_id
	Review decisions insert uses admin client; manual check verifies user is assigned_manager_id
	Resolved

	Certifier names blank on audit list page
	profiles!certified_by nested FK join failed silently when FK references auth.users
	Collect all certified_by UUIDs after fetch, query profiles separately, resolve via map
	Resolved

	Reassignment did not invalidate existing certification
	Reassign route only updated system_users row; manager_certifications not cleared
	After reassign, remove new manager entry from manager_certifications JSONB; revert pending_senior to active
	Resolved





10. Document Control
	Version
	Date
	Author
	Changes

	1.0
	13 Jun 2026
	Rich Taylor
	Initial release covering all functionality to end of SOD implementation sprint

	1.1
	13 Jun 2026
	Rich Taylor
	Added: column mapping, employee number, delete draft campaigns, activate button gate, manager reassignment, SOD conflict edit/delete, system type free-text, Multi-CSV min 2 files, assigned manager auto-assignment. Branding updated to SimpliUAR. Roadmap and known issues updated.

	1.2
	14 Jun 2026
	Rich Taylor
	Added: email notifications (activation, 7-day reminders, reassignment alerts via Resend); copy manager assignments from previous campaign; admin campaign detail view for active campaigns (import/cert statement hidden, approval status column); SM certify View vs Certify button; pending_senior transition guard (admin client + distinct count comparison); reassignment certification invalidation with email; consolidated manager decisions table on SM certify and Audit View; audit list certifier name fix; sort and filter on campaigns/certify/audit list pages; signed-in username in sidebar. Known issues and roadmap updated.

	1.3
	14 Jun 2026
	Rich Taylor
	Added: reassignment locking for users with recorded decisions (checkbox + manager cell disabled); manager email notification on initial assignment; Privileged flag column in SM certify and Audit View decision tables; certification data fix (separate admin-client query for certifications table, bypassing PostgREST RLS limitation on nested joins); declaration field truncated to 50 chars with hover tooltip in Audit View; coral colour theme (#ED654F primary, coral sidebar with white text, Inter font); campaigns list sorted newest due date first; Senior Certified page certification data fix.

	1.4
	15 Jun 2026
	Rich Taylor
	Rebranded to navy blue colour scheme (#2563EB primary, #1a2e4a navy sidebar). Added self-serve signup flow: Stripe Checkout (£100/month, 14-day free trial), webhook-driven org and user provisioning, Vercel domain auto-provisioning, and Resend welcome email on successful payment. Added Stripe Customer Portal for subscription management and self-serve cancellation. Org deactivated on subscription.deleted webhook. Multi-tenant subdomain routing live (wildcard *.simpliuar.com via Cloudflare + Vercel Pro). Public document downloads added to marketing site.

	1.5
	19 Jun 2026
	Rich Taylor
	Demo feedback sprint. Declaration text truncated at 120 chars with hover tooltip in SM sign-off card. Notes truncated in SM certify view. SOD Risk column removed from Role Definitions table. Force password reset on initial login; admin-configurable password expiry period (password_expiry_days org setting). CSV import for Role Definitions and SOD Conflicts tables. Column picker on Audit View decision table. Lock decisions on submit (admin-configurable). Manager action buttons configurable (show/hide Approve, Modify, Remove Access). Column picker on Manager Review table. Multi-CSV field assignment between files. Admin-configurable default visible columns for manager review table.

	1.6
	19 Jun 2026
	Rich Taylor
	Column mapping UX improvements: file section labels now inline-editable and saved with the mapping. Multi-CSV field assignment replaced F1/F2 toggles with checkbox + arrow shuttle; System Role now moveable between files. Admin campaign detail: rows where a manager has submitted decisions but not yet certified now show a Awaiting Cert badge alongside the decision badge in the Approval Status column.

	1.7
	19 Jun 2026
	Rich Taylor
	Removed SOD Risk bullets; removed Systems column from File Import table; added SOD Flag and SOD Acceptance Reason to CSV export columns; added pending_senior SM email trigger; removed Resend free-tier note; marked SM email notifications Complete in Roadmap; added Status column to Known Issues; removed named system references from Known Issues.




This document should be updated whenever: (1) new functionality is added or changed; (2) a new system is connected; (3) SOD conflict pairs are redefined; (4) roles or RLS policies are modified; (5) a known issue is resolved.
